23 July 2014
NIS Platform next steps
1. Background
The public-private network and information security (NIS) Platform – NISP - was established in June 2013, as part of the EU Cybersecurity Strategy, and has already succeeded in delivering some important achievements. This document resumes the proposed next steps for its work, the basic principles for its memberships and sets out a future Work Plan (WP) for NISP deliverables. 
The present document results from a commitment expressed during the plenary meeting of the Platform on 30 April 2014 to provide NISP Members with a proposal on the way forward before the summer break. Its content builds on the views expressed by NISP Members during that meeting and results from further discussion between European Commission DG CONNECT, the European Union Agency for Network and Information Security (ENISA) and Chairs of the NISP Working Groups (WGs). 
The future Work Plan concerns the activities of WG1 and WG2 in particular, since their guidance needs to be further refined in view of Commission recommendations on good cybersecurity practices to be proposed in 2015 (action under the EU Cybersecurity Strategy (JOIN/1/2013).
2. Request for comments, reaffirmed commitments and new Members
Comments. These proposed next steps and the Work Plan is open to further comments and suggestions by NISP Members until 15 September 2014. 
Reaffirmed commitment. The work of the NISP will contribute to Commission recommendations on good cybersecurity practices. The tentative Chapters for those recommendations are outlined in the Work Plan, see Annex I. The success and uptake of such recommendations will depend on the active contribution of everyone. We would therefore like to get reaffirmed commitments from Members by the 15 September deadline, with an indication of the Chapter(s) you will be contributing to over the 2014-2015 period. When reaffirming your commitment you are at the same time engaging to follow the principles of the Member's Charter, see Annex II. This reaffirmed commitment concerns in particular WG1 and WG2 Members, since WG3 is already engaged in active drafting of its deliverables. 
New members. The European Commission and ENISA are calling upon new members to join the NIS Platform, in particular Small and Medium-sized Enterprises (SMEs), who have a great role to play for raising the level of cybersecurity over the value chain. An invitation letter is attached to the present document. It will be disseminated through European Commission (Enterprise Europe Network / ICT sector) and ENISA (national public private partnership contact point) networks, but NISP Members are also invited to distribute it to SME associations or individual companies that you think it would be important to involve. Increased participation from economic sectors that are currently not so well represented, for instance banking, transport and health would also be needed. The participation of consumer and digital user associations is also encouraged. 
Contact and deadline. Comments and commitments should be sent to the NIS Platform secretariat at CNECT-NIS@ec.europa.eu by 15 September 2014. For questions of clarification please contact Ann-Sofie Ronnlund, Policy Officer, DG CONNECT by phone +32-(0)2-2953581 (in the holiday period you will be redirected to another colleague).
3. Achievements so far
Three NISP Working Groups (WGs) were established in 2013 and timelines were set for their deliverables. The NIS Platform has kept that timeline. At the Plenary meeting of 30 April 2014 WG1 (risk management), WG2 (information sharing and incident notification) and WG3 (secure ICT research and innovation) presented their first set of guidance. WG3 is on track to deliver its final views later in 2014 and 2015. 
The work of the NIS Platform has been a good beginning in a process that aims to build trust and security over the long and diverse value chain linking together providers and users in the European digital marketplace.
4. NIS Platform future Work Plan
Based on WG1 and WG2 guidance, and views expressed by members, eight Chapters have been identified for the future Work Plan. These are also tentative chapters for the future Commission recommendation on good cybersecurity practices. This way the work of WG1 and WG2 will be steered towards those recommendations. Some deliverables of WG3 will also feed into these Chapters.
Proposed Chapters for NISP good cybersecurity practice guidance:
1. Organisational structures and requirements
2. Verification and auditing of requirements
3. Voluntary information sharing
4. Incident response
5. Mandatory incident notification
6. Code of conduct on data protection
7. [Optional] Recommendations on research challenges and opportunities
8. [Optional] Incentives for the uptake of good cybersecurity practices
WG1 and WG2 are proposed to deliver their guidance on these Chapters in the following sequence and timeline:  
First Work Package
· October 2014: First outline of Chapters 1 and 3
· December 2014: Second outline of Chapters 1 and 3
Second Work Package
· February 2015: First outline of Chapters 2 and 6
· April 2015: Second outline of Chapters 2 and 6, submission of draft Code of Conduct based on Chapter 6 to Art 29 WP
Third Work Package
· June 2015: First outline of Chapter 4 and 5; skills part of Chapter 1 (building upon corresponding WG3 deliverable)
· September 2015: Second outline of Chapter 4 and 5
NISP Finalised guidance
· October 2015: NISP Finalised guidance of all Chapters. 
Commission recommendations
· December 2015: Proposal for Commission recommendations on good cybersecurity practices
It is important to underline that the timing of these deliverables will depend on the active contribution by members, in line with the Member's Charter.
Depending on the maturity of the work packages the adoption of Commission recommendations may be split in two, with one part mid-2015 and another end-2015.  
Chapter 7 is optional and will draw upon already defined deliverables for WG3. 
Chapter 8 is optional and will depend on degree of progress with Chapters 1-6, but is nevertheless mentioned here as a possible deliverable to be developed if the NISP members so wish.
The second outline of each work package will be put on the NIS Platform web-portal so that the wider community and interested organisations can stay informed about the work of the NISP. The finalised guidance will also be published. The term 'finalised' is in this context to be understood as the finalised guidance into Commission recommendations, not as a finalisation of the work of NISP.
The work of NISP should continue. The ever changing nature of cybersecurity risks will necessitate a continuous public-private dialogue, to keep up with the evolution of best practices and future research and innovation needs. The Commission recommendations will therefore be designed in a way that allows for their update based on new identified good practices by NISP in the future. 
5. Possible future topics
The work of the NIS Platform is focussed on existing practices and standards in a horizontal, cross-sectoral approach. In the future the need may arise for NISP to give views on new standardisation needs, as input to work ongoing in other fora (e.g. ETSI, CSCG, the Multi-Stakeholder Platform for ICT Standardisation or other), on the potential need for sector-specific recommendations (cf. work led by ENISA on smart grids), or for the development of cyber-insurance. Such future topics may lead to updated/new Chapters for Commission recommendations, in line with proposed optional Chapter 8, or more generally serve as input into future policy.
Work in the Platform may also lead to ad hoc or self-standing guidance by NISP to its members or to private/public entities, without being reflected in Commission recommendations. This may be useful for more technical topics that and are not suited for policy documents. The proposed optional Chapter 7 may be turned into such a self-standing guidance.
6. Related activities
The NIS Platform will be asked to work closely together with related groups in the standardisation and certification fields, such as ETSI, CSCG and the Multistakeholder Platform.
The NIS Platform will also be asked to compare its results with work and experiences of international partners, studying for example the work initiated by NIST in the USA.
7. Organisation of work
The organisation of NISP WG1 and WG2 work will be adapted to reflect the need to deliver on the chapters. The function of WG Chair will remain.
The European Commission and ENISA are currently looking into the possibility of appointing independent rapporteurs to assist NISP in the drafting of the Chapters. 
An Editorial Board will be instituted, consisting of DG CONNECT H.4, ENISA, NISP Chairs and the appointed rapporteurs, to oversee the drafting process and the contributions of NISP Members. 
The Editorial Board will start its work in September 2014 and guide the rapporteurs, once appointed, in their drafting of outlines for Chapters 1 and 3 in October 2014.
8. Meetings
The work and travel of members is not remunerated and therefore audio- and videoconferences are privileged. Two to three times a year NIS Platform Plenaries will be organised to allow members to meet, to foster exchange of views and consensus and to facilitate the exchange of best practices.
The next Plenary is expected to take place in the second half of November 2014, and to be organised back-to-back with a meeting of the European Forum of Member States (EFMS) in order to deepen public-private dialogue.
9. Link between NISP work and EU-legislation
The Commission recommendations on good cybersecurity practices will serve as a reference document to help the organisations to improve their network and information systems resilience. The recommendations will also help organisations concerned to comply with obligations contained in the future NIS Directive (currently under negotiation). The work of NISP, through the Commission recommendations, is therefore also relevant in the sphere of EU-legislation. The Commission recommendations will aim to satisfy the need of a dynamic implementation by businesses on the one hand and harmonised supervision by authorities on the other hand.
The recommendations also help organisations that are not directly within the scope of the Directive, such as  
· Hardware manufacturers and software developers 
· Micro-enterprises
· Individual company websites 
Some of them will be supplying critical infrastructure operators, Internet enablers and public administrations that are in the scope of the NIS Directive (depending on the final outcome of the legislative process).
[bookmark: _GoBack]In the case of SMEs some of them would be in the scope of the NIS Directive, while micro-enterprises would be excluded. The Commission recommendations would therefore help micro-enterprises to raise their level of security as well.
The recommendations will foster the uptake of good cybersecurity practices in the spirit of the European Cybersecurity strategy as well as the NIS Directive across the broader value chain and thereby result in an enhanced level of security for end-users, individuals and companies. 
Appropriate security measures are required also under the ePrivacy Directive (see Articles 4 and 14(3) thereof). The NIS Platform could become a venue to discuss good practices for the fulfilment of these requirements and also to highlight good practices developed under the eIDAS Regulation, thereby contributing to security over the value chain and respond to the need for improved trust and security for end-users.


ANNEX I: Tentative Chapters for Commission recommendations on good cybersecurity practices

Organisational structures and requirements

This chapter is the most elaborated one in this tentative outline, since there is ample NISP WG1 guidance to underpin this topic and this chapter is part of the first work package to be developed under the NISP Work Plan.
There are different ways for an organisation to set up its cybersecurity risk management, depending on the degree of direct control that the organisation needs to retain. Some organisations have a fully-fledged capability with specialised personnel, a Chief Information Security Officer (CISO) and in some cases even an own Computer Emergency Response Team (CERT). Others outsource it to an entity providing managed security services or rely on a trusted cloud platform and turn to a national or governmental CERT for assistance in case of incidents. 
The recommendation should enumerate some existing risk management standards and best practices that organisations, depending on their size and needs, can use to tailor their own approach. It should address the need for each organisation to establish links between cybersecurity risk management and the overall risk management/continuity plan of an organisation, how to identify the level of risk that an organisation is ready to live with. It could also look at maturity frameworks that organisations might want to use in continuously assessing and improving their approaches. It could illustrate how national standards relate to international standards.
Today there is a great variety of organisations that are putting in place cybersecurity risk management approaches. One of the challenges is how to come to a common understanding and application of risk management frameworks across the value chain and across sectors. 
Organisations also need to address the awareness and skills of its workforce, spanning from specialised personnel to top management. The recommendation should build upon ongoing work to define the skills needs of general staff (ENISA NIS driving license pilot), specialised personnel (WG3 deliverable on skills) and the awareness of end-users (European Cybersecurity Month).

Verification and auditing of requirements
The internal verification of the approach taken is necessary to respond to the evolving nature of cybersecurity risks. This will include monitoring, testing and procedures to verify the availability and status of assets and operations.
Auditing plays an increasing role when an organisation needs to show to the outside how it is dealing with cybersecurity risks, for instance to its customers, to cyber insurance companies or to authorities. Auditing networks, systems and cybersecurity controls are useful for that purpose.
The recommendation should look at existing approaches and how risk metrics can be used. It should also build upon work of ongoing ENISA expert group. 

Voluntary information sharing
Voluntary information sharing can be seen as a part of good risk management. Being informed about the evolution of threats and vulnerabilities enables organisations to take appropriate preventive measures. The voluntary information sharing is particularly developed in the financial and banking sector. The recommendation could therefore build upon good practices identified within NISP, with the financial sectors serving as a pilot (FS-ISAC/FI-ISAC and other relevant initiatives). This would be beneficial in extending those practices across the value chain within the financial sector, from mainly big organisations today to involving also smaller organisations, but also in looking at how good practices could be spread to other sectors that are currently looking at how to better share information and to engage in real-time sharing of information. 

Incident response
Contingency plans and strategies for incident response – covering both escalation within an organisation and how to communicate with CERTs and government bodies – building upon ENISA CERT training work[footnoteRef:2].  [2:  http://www.enisa.europa.eu/activities/cert/support ] 


Mandatory incident notification
Build upon the work of ENISA for Telecom Framework Directive Art 13a[footnoteRef:3] and ePrivacy Directive Art 4[footnoteRef:4]. [3:  http://www.enisa.europa.eu/activities/Resilience-and-CIIP/Incidents-reporting ]  [4:  https://www.enisa.europa.eu/activities/identity-and-trust/risks-and-data-breaches/dbn ] 


Code of conduct on data protection 
Clarify circumstances in which personally identifiable information, e.g. IP addresses, can be shared between CERTs, with competent authorities etc. The ENISA report 'A flair for sharing - encouraging information exchange between CERTs'[footnoteRef:5]  and a study into the legal and regulatory aspects of information sharing and cross-border collaboration of national/governmental CERTs in Europe would be the basis for this work. The resulting proposal for code of conduct should be submitted for approval of Article 29 Working Party under data protection directive 95/46/EC.  [5:  http://www.enisa.europa.eu/activities/cert/support/fight-against-cybercrime/legal-information-sharing] 


(Optional) Recommendations on research challenges and opportunities 
Would resume the findings of WG3 deliverable on Strategic Research Agenda; Business models & innovation paths. 

(Optional) Incentives for the uptake of good cybersecurity practices 
The aim since the beginning of the NIS Platform has been to discuss incentives (economic, legal and technological) which could be set at EU, national or sectorial level to adopt risk management practices and adopt secure ICT solutions. The NISP work has in the initial phases been devoted to the identification of good practices and future research and innovation needs. The identification of incentives is nevertheless a possible Chapter to be further developed within the NISP.
Incentives may include security labels or kite marks to enable informed purchasing; leveraging public procurement by referencing security labels or standards; tax incentives; making certain public grants or loans conditional on the adoption of adequate cybersecurity measures; fostering the development of cybersecurity insurance schemes; increasing participation in information sharing platforms, to mention a few.


ANNEX II – NIS Platform Member’s Charter
In order to ensure that all Members have the same understanding of what it entails to be a NIS Platform Member, which is to actively contribute to the work, some basic principles are outlined herewith. 
All bodies, organisations (public and private) and individuals may apply to become a member of a NISP WG. Membership of the WGs requires approval by the relevant WG Chairs and DG Connect[footnoteRef:6].  [6:  Public administrations are granted automatic membership by the NISP secretariat.] 

Members of WGs are expected to contribute to the activities: 
· attend audio- and videoconferences and meetings; participate actively
· respond to requests for input from the WG Chairs;
· input to the creation and review of documents and deliverables;
· input to deriving consensus on recommendations and deliverables.

If members are not able to participate at a certain occasion they are expected to communicate their views to the Chairs or another member in advance, so that their contribution can be taken into account. Please note that if these conditions are not met by members their further membership may be reviewed by the WG Chairs and DG CONNECT.

The NISP operates on the principle of rough consensus for reaching agreement between its members, with possibility to have dissenting views recorded. The work of members is not remunerated and therefore audio- and videoconferences are privileged. 
Procedure for becoming a member
Those interested in participating in the Platform will get the following message:
On the website of the NIS Platform you can find information about its work. If you are interested in becoming a member and actively contribute to its work please send a message to the NIS Platform secretariat at CNECT-NIS@ec.europa.eu mentioning the Working Group (WG) you would like to join, the name of your organisation, the name and function of the person you would like to appoint as a member to the WG. The NIS Platform secretariat will then confirm your membership with the WG Chair, after which you will be put on the mailing list and granted access to the NIS Platform members' area.

5

